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Using a combination of device radar, pedestrian/

vehicle radar, drone deterrence, infrared weapons 

detection, facial recognition, and integration with 

‘Wanted’ lists, the Wireless Guardian layered 

investigative and defensive network identifies and 

tracks security threats; keeping the public safe. 

Mission Critical Data and Results



Case Study
To illustrate the system 

capabilities, please find the 

following case study outlining 

the operational effectiveness of 

the Wireless Guardian system in 

operation north of the Mercedes 

Benz stadium in Atlanta, GA for 

Superbowl 53.



SB53 Deployment Objectives 
SENTINEL
MOBILE SYSTEM ( Leave Behind) 
Product Variants Featuring: Incognito Hardware 

System Operational Objectives:
1. Locate, track, and identify every mobile device that passes within the 

coverage area using active and passive methods. 
2. Locate and track all Police, Fire, Medical, Federal, and Public Safety 

personnel within the coverage area using passive methods. 
3. State of the art CCTV platform that is location aware of all moving 

pedestrians and vehicles within the coverage area with facial recognition, 
license plate recognition, and target tracking software. 

4. Drone Identification, drone operator location identification, and 
deterrence. 

5. Scan pedestrians passively for weapons using thermal and infrared 
technology.

6. Integrate all of these capabilities into one mobile operations center. 



The Wireless Guardian 
SENTINEL was setup at 
multiple locations around an 
undisclosed location to 
provide critical intelligence 
for investigative and 
protective services over the 
festivities of Superbowl 53 in 
Atlanta GA. 
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How does the system locate mobile devices and radios in real time? How 
accurate is it?  

Passive Methods: 
● All mobile devices communicate using uplink and downlink frequencies. 
● Each of these frequencies is purchased from the FCC by the provider and operate 

in publicly known frequency ranges and channels.
● Downlink frequencies come from the cell towers and are stationary. 
● Uplink Frequencies come from the device and can be used to identify a device 

within the coverage area. This data, collected by 3 or more different antennas 
within the system,  allows for determining the device’s location passively (without 
actually communicating with the device; only listening for it). 

Active Methods: 
● Active communication capabilities are possible when components for the 

proposed platform are integrated into the Sentinel sensor banks allowing for 
direct communication with the mobile device to extract information from it. 

● A Cisco Enterprise Outdoor WIFI System was deployed in this system to actively 
communicate with every device as it passed by. This system completes a ‘Soft 
Handshake’ with every device, every 3 seconds, as it is within the coverage area.
 

● The Uplink Frequencies RSSI  from the devices, as the Soft Handshake is 
completed, are recorded across 3 to 24 different antennas simultaneously to 
accurately locate each device to within 1 Meter.  Sample Data from WG test 
phones taken in real time across 16 of the deployed antennas: 

* Only data from Municipal/Public Safety Vehicles and WG owned assets are shared 
here. WG does not hold data from its deployments; that data expressly belongs to the 
client and WG is not in the data business. 

Reference Document

https://thewirelessguardian.com/wp-content/uploads/2019/02/Outdoor-Localization-System-Using-RSSI-Measurement-of-Wireless-Sensor-Network.pdf


Case Study Objective 1: 
Locate, track, and identify every mobile device that passes within the coverage area using 
active and passive methods. 

Active and Passive Methods Deployed 
1. The Wifi System recognizes 3 new MAC addresses have entered the 

radar coverage area, they are ingressing towards the sensor bank 
position, and they will be within the CCTV defined coverage area 
shortly unless they change direction. 

2. System collects the RSSI data across 16 deployed antennas and 
places the ingressing target at 2800 meters north of position and 
headed south. 

3. This data is collected every 2 seconds and a new position is recorded 
to show movement of device through the coverage area. 

4. When the mobile devices gets within 1500’ of the CCTV system it 
automatically prepares itself to identify a new ‘Match’; to associate 
the passivity located mobile device with a pedestrian or vehicle 
inside the CCTV purview. 

5. Both systems look for ‘bogey’s’ that occupy the same Lat/Long space 
and are traveling at the same speed. When multiple matches are 
made for the same MAC address, a ‘Match’ is made. 

6. In this case all 3 MAC addresses were matched to the white Tahoe 
that passed by the northernmost sensor bank at 10:13:44. 



Case Study Objective 2: 
Locate and track all Police, Fire, Medical, Federal, and Public Safety personnel within the 
coverage area using passive methods. 

Passive Methods Deployed 
1. System is tuned to look for every Uplink frequency utilized by the latest E911 and 

Smart Public Safety Networks deployed for our First Responder’s. 
2. All radios are continuously communicating with their command center and can 

boost up to 5 Watts. 
3. Passive methods alone give you the ability to see how many devices are in the area 

and where they are congregating.  As you are not directly communicating with the 
device, the intelligence must be interpreted.

4. EXAMPLE: 3 radios are about to enter the CCTV area. When they arrive,  and they 
are in a marked vehicle it is most likely 2 officers in one vehicle (1 for each officer 
and one for the vehicle). If, in the same scenario, an unmarked car is identified then 
there is most likely 3 officers inside (as most unmarked cars do not have a radio 
installed on the vehicle that is tied to the network). 

5. System identifies the 2 vehicles here in the case study north of the sensor bank and 
headed south ~7 minutes before they arrive into the CCTV perview.

6. Marked Car: 3 Radios, 3 Phones, 1 Laptop - Unmarked Car: 1 Radio, 2 Phones 

Works the same for all marked and unmarked assets. 

Adding a Public Safety  
amplifier to the sensor 
banks allows for active 
communication with all 
radios for positive 
identification.



Case Study Objective 3: 
State of the art CCTV platform that is location aware of all moving pedestrians and vehicles 
within the coverage area with facial recognition, license plate recognition, and target 
tracking software. 

Brand agnostic for CCTV and object tracking software. utilize 
an existing smart CCTV output or a freestanding ‘industry 
standard’ solution is installed in the sensor banks. 

1. Minimum Requirements: System must be able to track all moving objects, 
categorize them as pedestrian, vehicle, etc., track object location (via grid or 
Lat/Long output) as it moves, assign an ID Marker to every object identified, 
and allow for queries to be made, by ID, about its location data every 2-3 sec. 

2. Upgrade Options: Facial recognition, license plate recognition, night vision, 
infrared, thermal, hardened installations (made to operate through a major 
attack on the sensor location), and behavioral analytics. 

3. Client chosen software included: state of the art target tracking, object 
identification, facial recognition, license plate recognition, and night vision. 

4. WG Added Functionality: Infrared and Thermal imaging for passive weapons 
detection. 

System can utilize a 
dedicated network of 
cameras or an existing 
cloud based CCTV with 
the minimum 
requirements. 



Case Study Objective 4: 
Drone identification, drone operator location identification, and deterrence. 

Active and Passive Methods Deployed 
1. All drones can be located by their control frequencies, with the proper 

equipment, due to current FCC regulations. 
2. The sensor banks triangulate both the drone and the drone operator (if they 

are both within the coverage area) in the same way it triangulates all other 
devices.  

3. If both the drone and operator are in the coverage area, and after the system 
gives a location on the operator, onsite assets can be deployed to remove the 
threat. 

4. If only the drone, or operator are within the coverage area, or if deploying an 
asset to the operators location is not an option, then the system can be used to 
jam the controls of the drone to cause it to crash. 

5. If the choice to jam the system is made, the system identifies the exact 
frequency the controller is using to send its directions to the drone, then 
tune’s the sensor banks’s internal signal generator (used for continuous 
calibration of system antennas) to that exact frequency, amplifies it, and 
transmits it out the appropriate antennas. 

6. This mimicked frequency produced, sans-instructions, is seen as noise by the 
drone and it loses connection with its proper controller. This loss of 
connection, if maintained long enough, will cause the drone to crash. 

7. Test drone and controller located as expected during demo. No real-world 
drone identifications occurred during the deployment. 



Case Study Objective 5: 
Scan pedestrians passively for weapons using thermal and infrared technology.

Passive Methods Deployed 
1. System uses WG proprietary methods to look for color 

variations across the thermal and infrared spectrums to 
passively search for weapons. 

2. Due to the cost of these cameras it is suggested to place this 
technology at choke points with heavy pedestrian traffic. 

3. WG deployed them at the northernmost sensor bank for 
this deployment to show the technology in action. Overlay the CCTV and Thermal Imaging in real time. 

Scan both pedestrians 
and their bags in real 
time looking for metal 
objects in the shape of a 
weapon; automatically 
notifies the control 
center when it does.  



Case Study Objective 6: 
Integrate all of these capabilities into one mobile operations  center.  

15 Min Deployment: Including calibration on a mobile 
platform mounted to 3 vans. 

1. System generates its own encrypted intranet that all the sensor banks use to 
communicate with, and share information with, the Operations Center. 

2. Ops center can be local or, if remote operation is preferred, the sensor 
banks can be connected, via a high speed internet connection, to an Ops 
Center anywhere in the world. 

3. This deployment consists of 3 vans outfitted with a full sensor bank, and the 
operations center installed into the rear of van positioned at the 
northernmost location. 



Wireless Guardian is protecting the public and it’s facilities with patented, 
forward facing early threat detection that offers real-time intelligence data 
around high value targets.

Wireless Guardian uses Signal Intelligence to offer new investigative tools to 
assist agents in all aspects of the security industry. The Wireless Guardian  
Modular Design allows for stationary and mobile installations/integrations. 

  

Contact sales@thewirelessguardian.com

Wireless Guardian offers protection for: 
• National Special Security Events 
• Airports, Train Stations, Major Bus Depots 
• Embassies and Consulates 
• Government Buildings 
• Stadiums, Venues, and Convention Centers 
• Non-Profits, Schools, and Universities
• Private Facilities and Events

Founders have 15 Years of success  in DAS, Small Cell, and WiFi Designs 
and have engineered networks for the US Capitol and Senate Building, the 
DC Smithsonian Complex, US Holocaust Museum, and dozens of major US 
Airports, Arena, and Stadiums

Key Advisors and Board Members include Senator James Talent, Perkins 
Coie Law, Ben J. Dyer, Department Of Homeland Security, 

Seeking Sales Opportunities, Business Development 
Partners, Shared Marketing Opportunities, and 
Investment Inquiries.

Key System Features: 
• Weapons Detection 
• Homeland Security Integration 
• Thermal Imaging and Facial Recognition
• Drone Deterrence
• Location-Based, Real-Time Data 
• Passive Operations 
• Pedestrian and Vehicle Radar 

mailto:sales@thewirelessguardian.com


http://thewirelessguardian.com
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Seeking Sales Opportunities, Business Development 
Partners, Shared Marketing Opportunities, and 
Investment Inquiries.
Contact sales@thewirelessguardian.com
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